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1. The following changes to the contract shall be made:  

· PART II, CONTRACT CLAUSES, SECTION I, CONTRACT CLAUSES, I.1 LISTING OF CLAUSES INCORPORATED BY REFERENCE, II NASA FAR SUPPLEMENT (48 CFR CHAPTER 18), CLAUSE NUMBER 1852.204-76, DATED SEPT 1993, SECURITY REQUIREMENTS FOR UNCLASSIFIED AUTOMATED INFORMATION RESOURCES shall be deleted and replaced by the following:
 I14  1852.204-76 Security Requirements for Unclassified Information Technology Resources.

As prescribed in 1804.470-4, insert a clause substantially as follows:
SECURITY REQUIREMENTS FOR UNCLASSIFIED

INFORMATION TECHNOLOGY RESOURCES

(JULY 2001)  (MODIFIED)
  (a)  In replacing NHB 2410 with NPG 2810 it has been determined that the Contractor is meeting the requirements of NPG 2810 with the exception of those areas risk accepted by the government in accordance with the prescribed procedures as described in NHB 2410 or NHB 2810 and Contingency testing at JSC on an annual basis.

Award fee evaluations of IT Security will exclude NPG 2810 requirements that have been risk accepted by the Government.

Additional 2810 responsibilities not previously risk accepted under 2410 shall be added to the contract in accordance with FAR Clause 52.243-2: Changes - Cost Reimbursement (Alternate II)(April 1984).

Excluding the NPG 2810 risk exception noted above, the Contractor shall be responsible for Information Technology security for all systems connected to a NASA network or operated by the Contractor for NASA, regardless of location. This clause is applicable to all or any part of the contract that includes information technology resources or services in which the Contractor must have physical or electronic access to NASA’s sensitive information contained in unclassified systems that directly support the mission of the Agency. This includes information technology, hardware, software, and the management, operation, maintenance, programming, and system administration of computer systems, networks, and telecommunications systems.   Examples of tasks that require security provisions include: 

    (1)  Computer control of spacecraft, satellites, or aircraft or their payloads;

    (2)  Acquisition, transmission or analysis of data owned by NASA with significant replacement cost should the contractor’s copy be corrupted; and

    (3)  Access to NASA networks or computers at a level beyond that granted the general public, e.g. bypassing a firewall.

  (b)  The Contractor shall provide, implement, and maintain an IT Security Plan.  This plan shall describe the processes and procedures that will be followed to ensure appropriate security of IT resources that are developed, processed, or used under this contract.  The plan shall describe those parts of the contract to which this clause applies. The Contractor’s IT Security Plan shall be compliant with Federal laws that include, but are not limited to, the Computer Security Act of 1987 (40 U.S.C. 1441 et seq.) and the Government Information Security Reform Act of 2000. The plan shall meet IT security requirements in accordance with Federal and NASA policies and procedures that include, but are not limited to: 

     (1)  OMB Circular A-130, Management of Federal Information Resources, Appendix III,

Security of Federal Automated Information Resources; 

     (2)  NASA Procedures and Guidelines (NPG) 2810.1, Security of Information Technology; 

and 

      (3)  Chapter 3 of NPG 1620.1, NASA Security Procedures and Guidelines.

  (c) Within _ N/A _days after contract award, the contractor shall submit for NASA approval an IT Security Plan.  This plan must be consistent with and further detail the approach contained in the offeror's proposal or sealed bid that resulted in the award of this contract and in compliance with the requirements stated in this clause.  The plan, as approved by the Contracting Officer, shall be incorporated into the contract as a compliance document.
  (d)(1) Contractor personnel requiring privileged access or limited privileged access to systems operated by the Contractor for NASA or interconnected to a NASA network shall be screened at an appropriate level in accordance with NPG 2810.1, Section 4.5; NPG 1620.1, Chapter 3; and paragraph (d)(2) of this clause. Those Contractor personnel with non-privileged access do not require personnel screening. NASA shall provide screening using standard personnel screening National Agency Check (NAC) forms listed in paragraph (d)(3) of this clause, unless contractor screening in accordance with paragraph (d)(4) is approved. The Contractor shall submit the required forms to the NASA Center Chief of Security (CCS) within fourteen (14) days after contract award or assignment of an individual to a position requiring screening.  The forms may be obtained from the CCS. At the option of the government, interim access may be granted pending completion of the NAC. 

      (2) Guidance for selecting the appropriate level of screening is based on the risk of adverse impact to NASA missions.  NASA defines three levels of risk for which screening is required (IT-1 has the highest level of risk):

 (i)  IT-1 -- Individuals having privileged access or limited privileged access to systems whose misuse can cause very serious adverse impact to NASA missions. These systems include, for example, those that can transmit commands directly modifying the behavior of spacecraft, satellites or aircraft.

(ii) IT-2 -- Individuals having privileged access or limited privileged access to systems whose misuse can cause serious adverse impact to NASA missions. These systems include, for example, those that can transmit commands directly modifying the behavior of payloads on spacecraft, satellites or aircraft; and those that contain the primary copy of “level 1” data whose cost to replace exceeds one million dollars.

(iii) IT-3 -- Individuals having privileged access or limited privileged access to systems whose misuse can cause significant adverse impact to NASA missions. These systems include, for example, those that interconnect with a NASA network in a way that exceeds access by the general public, such as bypassing firewalls; and systems operated by the contractor for NASA whose function or data has substantial cost to replace, even if these systems are not interconnected with a NASA network.

     (3)  Screening for individuals shall employ forms appropriate for the level of risk as follows:

(i) IT-1:  Fingerprint Card (FC) 258 and Standard Form (SF) 85P, Questionnaire for Public Trust Positions (Information regarding financial record, question 22, and the Authorization for Release of Medical Information are not applicable);  

(ii) IT-2:  FC 258 and SF 85, Questionnaire for Non-Sensitive Positions; and

           (iii) IT-3:  NASA Form 531, Name Check, and FC 258.

     (4)  The Contracting Officer may allow the Contractor to conduct its own screening of individuals requiring privileged access or limited privileged access provided the Contractor can demonstrate that the procedures used by the Contractor are equivalent to NASA's personnel screening procedures.  As used here, equivalent includes a check for criminal history, as would be conducted by NASA, and completion of a questionnaire covering the same information as would be required by NASA.

     (5)  Screening of contractor personnel may be waived by the Contracting Officer for those individuals who have proof of --

Current or recent national security clearances (within last three years);

(ii) Screening conducted by NASA within last three years; or


(iii) Screening conducted by the Contractor, within last three years, that is equivalent to the NASA personnel screening procedures as approved by the Contracting Officer under paragraph (d)(4) of this clause.

  (e) The Contractor shall ensure that its employees, in performance of the contract, receive annual IT security training in NASA IT Security policies, procedures, computer ethics, and best practices in accordance with NPG 2810.1, Section 4.3 requirements.  The contractor may use web-based training available from NASA to meet this requirement.

 (f) The Contractor shall afford NASA, including the Office of Inspector General, access to the Contractor’s and subcontractors’ facilities, installations, operations, documentation, databases and personnel used in performance of the contract. Access shall be provided to the extent required to carry out a program of IT inspection, investigation and audit to safeguard against threats and hazards to the integrity, availability and confidentiality of NASA data or to the function of computer systems operated on behalf of NASA, and to preserve evidence of computer crime.

  (g) The Contractor shall incorporate the substance of this clause in all subcontracts that meet the conditions in paragraph (a) of this clause.

(End of clause)

· Section J-1, Consolidated Space Operations Contract Statement of Work, subsection 2.1.8.2 Information Technology Security (ITS) Program shall be deleted in its entirety and replaced with the following:  
2.1.8.2 Information Technology Security (ITS) Program  The contractor shall implement a proactive ITS program which meets at least the minimum requirements of the NASA ITS program as specified in the NASA Policy Directive (NPD) 2810.1 (1998) Security of Information Technology
For each NASA Center at which Government furnished information technology and telecommunications systems under the contractor’s management cognizance may be located, the contractor shall follow and participate in the local Center ITS program.  The contractor shall meet the provisions of the NPG 2810.1 (1999) Security of Information Technology in accordance with I14 1852.204-76.  The contractor shall protect sensitive unclassified information including Privacy Act information, proprietary data, International Traffic in Arms Regulated data, and technology embargoed from foreign dissemination for competitive reasons.  The contractor shall also protect information which, although publicly releasable, requires high standards of integrity and availability for use within NASA.

· Section J-1, Appendix 2: Data REQUIREMENTS Description Sheets, Data Requirements Description (DRD) 2.1.6-d shall be deleted in its entirety and replaced with the following:

DATA REQUIREMENTS DESCRIPTION (DRD)

1.
DRD NO.:  2.1.6-d
ISSUE:  Initial
2.  DRL LINE ITEM NO.:
3.
DATA TYPE:  1 (Plan)

4.  DATE REVISED: 



                       2 (Reports)

5.  PAGE:  1/3

6.
TITLE:  Information Technology (IT) Plan and Reports

7.
DESCRIPTION/USE:  To document the contractor’s compliance with Federal and NASA IT Planning and Reporting regulations and requirements.

8.
DISTRIBUTION:  Formatting and electronic distribution per Contracting Officer’s letter.

9.
INITIAL SUBMISSION: Initial Master Plan submittals are due 90 days after contract award I/T standards are due 60 days after contract award and are required prior to the submittal of any I/T plans.  I/T plans are required prior to any I/T acquisition.  Initial I/T inventory report submittals are due on February 1 of each year. Prior to any I/T acquisition, a summary of the I/T planning and standards process shall be presented to the JSC CIO, as well as a summary of Level A and Level B I/T Plans to the JSC Information Resources Management Steering Council 

10.
SUBMISSION FREQUENCY:  I/T plans, and associated process and plan summaries (see 13.3 below) are required twice annually (POP-1 and POP-2 time frames).  Reports and Master Plans are required once annually.  Security reports are required as specified in the JSC I/T Security Handbook (JPG 2810.1).  Other updates as required.

11.
REMARKS:  The following are reference documents for I/T planning:


(a)  Current JSC CIO instructions/guidelines for I/T plans. 


(1)  JSC memorandum AI-95-090 dated July 11, 1995, subject “Information Technology Plans”


(2)  NASA Headquarters (CIO) memorandum dated October 5, 1995, subject  “Annual Request for Information Resources Strategic Implementation Plans”


(3) NASA Headquarters (CIO) memorandum dated October 12, 1996, subject  “Annual Request for Information Technology Plans”


(4)  JSC memorandum AI-96-020 dated March 18, 1996, subject “FY97 Information 
Technology Plans”


(5)  JSC memorandum AI-96-033 dated April 22, 1996, subject “Reminder and 
Clarification on Information Technology (I/T) Orders or Acquisition Reviews”


(6)  JSC memorandum AI-96-035 dated April 30, 1996, subject “Proposed Policy on 
Applicability of NASA Information Technology (I/T) Standards to Contractors”


(b)  MOD Standard Facilities Practices and Technologies Handbook (JSC 27201)


(c)  Office of Management and Budget Circular A-130


(d)  Computer Security Act of 1987


(e)  JSC’s I/T Security Handbook ( JPG 2810.1)


(f)  Executive Order 12845, Energy-efficient Microcomputers


(g)  NASA CIO Executive Notices: 01-95 “Conditional Freeze on purchase of I/T; 02-95 “Internet Usage”; 03-95 I/T Obsolescence Management”; 06-95 “Minimum Office Automation Software Suite Interface Standards and Product Standards”; 07-95 “Minimum Desktop Hardware Configuration”; 08-95 “WEB Home Page Naming and Ownership”; and 09-95 “WAN Protocol Standard”


(h)  KSC memorandum dated June 7, 1996, subject: “Final Recommendations of 
Agency wide Facilities Maintenance Metrics”


(i)  IT Management Reform Act of 1996 (the “Cohen Bill”)
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12.
INTERRELATIONSHIP:  SOW 2.1.6, 2.3, 2.4.

13.
DATA PREPARATION INFORMATION:

13.1
SCOPE:  The Information Technology Plan and reports document the contractor’s compliance with Federal and NASA I/T planning and reporting regulations and requirements.

13.2
APPLICABLE DOCUMENTS:

13.3
CONTENTS: 


(a)  The I/T plan shall contain an integrated overview of the facilities and systems, current architecture, current processes, current standards, as well as future plans for changes in architecture, processes, and/or standards.  Guidelines for an accepted process are described in the JSC/MOD Standard Facilities Practices and Technologies Handbook (JSC 27201).


(b)  An annual, contract-wide I/T Plan, per current NASA and JSC CIO instructions/guidelines.  For FY reporting requirements, refer to the I/T Planning Process available on the JSC CIO Home Page.  Reporting requirements will reflect NASA’s implementation of OMB’s I/T planning, budgeting and reporting requirements (as based on the Clinger-Cohen Bill, the OMB Circulars referenced above, and applicable portions of OMB’s Capital Programming Guide.)  In general, the scope of these requirements may be determined by reviewing both the JSC I/T Plan process and the above referenced NASA Headquarters’ memorandums concerning Annual I/T Plans.  Included in the NASA Headquarters Annual I/T Plans request are the instructions for completing the A-11 portion of the budgeting activity.  Instructions/guidelines are: 


(1)  In concert with the POP-1 each year, a high-level (Level A) multi-year plan is required.  This plan will define and justify the major I/T systems and initiatives planned for each of the POP-required fiscal years with a corresponding list of I/T (i.e., hardware and software) platforms required to support each initiative.  Level A plans also include an obsolescence management plan as 
described in NASA CIO Executive Notice 03-95.


(2)  In concert with the POP-2 each year, a more detailed Level B I/T Plan for the “next” FY 
only is required, as well as any updates to the Level A plan.  Level B will describe I/T purchases by platform standards (in support of approved Level A initiatives) to be acquired during the year.


(c)  De-facto and accepted I/T standards throughout the contract will be documented, and processes which will result in contract-wide I/T standards will be established.  Included in this report will be how the contractor is complying with AI-96-035.


(d)  I/T inventory reports according to NASA CIO Executive Notices.  At a minimum, the reports shall include the data specified on the JSC CIO Home Page under “Inventory Report Requirements.”


(e)  The contractor shall report on the security status of each information technology and telecommunication system under the contractor’s management which processes information on behalf of the Government prior to a system becoming operational, upon significant changes to existing systems, or every 3 years, whichever occurs first.  These reports shall conform to the types and frequencies of those required by the NASA Center under whose guidance the system is operated. 
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At a minimum, the contractor shall comply with direction in the latest edition of Office of Management and Budget Circular A-130, Appendix III, Security of Federal Automated Information Resources, and confirm in writing the following for each applicable system:


(1)  That a knowledgeable individual as been assigned security responsibility for the system.


(2)  That a system security plan is in place.


(3)  That a review of security controls is conducted upon significant change to the system, or at least every three years, whichever occurs first.


(4)  That a management official has authorized processing based upon implementation of its security plan prior to being placed in service, upon significant change to the system, or at least every three years, whichever occurs first.

13.4
FORMAT: Contractor shall conform to delivery media formats and electronic data formats as per the JSC I/T Architecture Handbook. 


13.5
MAINTENANCE:  Changes shall be incorporated by change pages or complete reissue.

· Section J, Attachment J-8, APPLICABLE POLICIES & PROCEDURES, APPLICABLE NASA POLICIES AND PROCEDURES, NASA MANAGEMENT INSTRUCTIONS (NMI) and NASA HANDBOOKS shall be deleted and replaced in their entirety with the following: 
NASA MANAGEMENT INSTRUCTIONS (NMI)

NPD 1020.2

Displaying the United States Flag at Half-Staff


NMI 1152.47

NASA Intercenter Aircraft Operations Panel 


NMI 1152.65

NASA Equal Opportunity Council


NMI 1270.3

NASA Quality Management System Policy


NMI 1362.1
Initiation and Development of International Cooperation in Space and Aeronautical Programs


NPG 1371.1
Requests for Waiver of the Residence Abroad Requirement for Exchange Visitors Employed by NASA Contractors and Grantees


NMI 1371.3
Coordination and Authorization of Foreign Visits to NASA Facilities


NMI 1371.4
Guidelines for Access to NASA Installations by Nationals of the USSR, China, and Designated Areas


NMI 1382.3

Release of Mishap Investigation Reports


NMI 1382.4
Release of Information Concerning Mishaps and Casualties 


NMI 1383.1
Approval, Production, Distribution, and Management of Audiovisual Products and Services


NPD 1440.6

NASA Records Management Program


NPD 1490.1
NASA Printing, Duplicating, Copier, Forms, and Mail Management


NMI 1600.2

NASA Security Program (paragraph 5 only)


NMI 2540.1

Use of Government Telephones


NMI 2520.1
NASA Communications System Acquisition and Management


NMI 2530.12
Allocation, Control, and Provision of Communications Services and Facilities During Emergency Conditions


NPD 2800.1

Managing Information Technology


NPD 2810.1

Security of Information Technology

NMI 2570.5

Radio Frequency Spectrum Management


NMI 4300.4
Used Space Shuttle STS Materials as Momentos - Delegation of Authority


NMI 4310.4

Identification and Disposition of NASA Artifacts


NMI 4310.5
Annual Report of Personal Property Provided to Non-Federal Recipients


NMI 5310.1
NASA’s Participation in the Government Industry Data Exchange Program (GIDEP) and Implementation of NASA’s Alert Reporting System


NMI 5320.5
Basic Policy for NASA Space Flight Program Electrical, Electronic, and Electromechanical (EEE) Parts


NMI 5320.6
Implementation of NASA Standard Electrical, Electronic, and Electromechanical (EEE) Parts Program


NMI 5330.9

Metrology and Calibration 


NMI 5700.1
Awards for Scientific and Technical Contributions


NMI 5900.1

NASA Spare Parts Acquisition Policy


NPD 6000.1

Transportation Management


NMI 7100.14

Major Systems Acquisitions


NMI 7120.3
Space Flight Program and Project Management


NPD 7120.4

Program/Project Management


NMI 7121.5
Program Approval Document (as amended by Change 1)


NMI 7232.1

Master Planning of NASA Facilities


NMI 7234.1

Facilities Utilization Program


NPD 7500.1

Program and Project Logistics Policy


NMI 7620.1

Official Names for Major NASA Projects


NMI 8000.3
NASA Earth Science Program - Data Program Delegation of Authority


NMI 8010.1

Classification of NASA Payloads


NPD 8010.2
Use of the Metric System of Measurement in NASA Programs


NMI 8020.7
Biological Contamination Control for Outbound and Inbound Planetary Spacecraft


NPD 8020.11

Solar System Nomenclature


NMI 8070.2
NASA Participation in the Development and Use of Voluntary Standards


NPD 8070.6

Technical Standards


NMI 8430.1
Obtaining Use of Office of Space Communications (OSC) Capabilities for Space, Suborbital, and Aeronautical Missions


NMI 8610.2

Public Appearance of Astronauts


NPD 8610.6
Graphic Markings on Space Transportation Vehicles, U.S. Components of the International Space Station Component Systems, and Payloads


NMI 8610.10
Management of Operational Support Requirements for Manned Flight Missions


NPD 8621.1

NASA Mishap and Investigating Policy


NMI 8800.10

Floodplain and Wetlands Management


NPD 8800.14

Policy for Real Property Management


NMI 8831.1

Management of Facilities Maintenance


NMI 8900.3
Astronaut Medical and Dental Observation, Study, and Care Program


NMI 9393.2
Use of Excess and Near Excess Currencies for Payment of United 






States Obligations


NPD 9501.1
NASA Contractor Financial Management Reporting System



NPD 8800.16

NASA Environment Management

NASA HANDBOOKS

NPG 1441.1

Records Retention Schedules


NHB 1600.6
NASA Communications Security Manual (COMSEC) Manual 


NHB 1610.6

NASA Personnel Security Handbook


NHB 1620.3

NASA Security Handbook


NHB 1700.1

Fire Protection Handbook


NHB 1700.1(V1)

NASA Safety Policy and Requirements


NHB 1700.7A
Safety Policy and Requirements for Payloads Using the Space






Transportation System (STS)


NHB 2340.2
Project Management Information and Control System


NHB 2570.6
NASA Radio Frequency Spectrum Management Manual


NHB 2710.1
Safety and Health Handbook -- Occupational Safety and Health Programs


NPG 2810.1 

Security of Information Technology

NHB 5200.1

Industrial Labor Relations Manual


NHB 5300.4(1A)
Reliability Program Provisions for Aeronautical and Space System 
Contractors


NHB 5300.4(1A-1)
Reliability Program Requirements for Aeronautical and Space System Contractors


NHB 5300.4(1B)
Quality Program Provisions for Aeronautical and Space System Contractors


NHB 5300.4(1C)
Inspection System Provisions for Aeronautical and Space System Materials, Parts, Components, and Systems


NHB 5300.4(1E)
Maintainability Program Requirements for Space Systems


NHB 5300.4(1F)
Electrical, Electronic, and Electromechanical (EEE) Parts Management and Control Requirements for NASA Space Flight Programs


NHB 5300.4(2B-1)
Quality Assurance Provisions for Delegated Government Agencies


NHB 5300.4(2B.2)
Management of Government Quality Assurance Functions for NASA Contracts


NHB 5300.4(3A-1)
Requirements for Soldered Electrical Connections


NHB 5300.4(3A-2)
Requirements for Soldered Electrical Connections


NHB 5300.4(3G)
Requirements for Interconnecting Cables, Harnesses, and Wiring


NHB 5300.4(3H)

Requirements for Crimping and Wire Wrap


NHB 5300.4(3I)

Requirements for Printed Wiring Boards


NHB 5300.4(3J)
Requirements for Conformal Coating and Staking of Printed Wiring Boards Electronic Assemblies


NHB 5300.4(3K)
Design Requirements for Rigid Printed Wiring Boards and Assemblies


NHB 5300.4(3A-1)  
Requirements for Soldered Electrical Connections (or equivalent commercial specification)


NHB 5300.4(3A-2)  
Requirements for Soldered Electrical Connections (or equivalent commercial specification)


NHB 5300.4(3G)
Requirements for Cables, Harnesses, and Wiring (or equivalent commercial specification)



NHB 5300.4(3H)
Requirements for Crimping and Wire Wrap (or equivalent commercial specification)


NHB 5300.4(3I)
Requirements for Printed Wiring Boards (or equivalent commercial specification)


NHB 5300.4(3J)
Requirements for Conformal Coating and Staking of Printed Wiring Boards Electronic Assemblies (or equivalent commercial specification)


NHB 5300.4(3K)
Design Requirements for Rigid Printed Wiring Boards and Assemblies (or equivalent commercial specification)


NHB 5300.4(3Y)
Requirements for Fiber Optics Terminations (or equivalent commercial specification)


NHB 5310.3
Procedures for NASA Alert Reporting of Parts, Materials and Safety Problems


NHB 6000.1
Requirements for Packaging, Handling, and Transportation for Aeronautical and Space Systems Equipment and Associated Components


NHB 6200.1
NASA Transportation and General Traffic Management 


NHB 7234.2
Facility Utilization Program Implementation Handbook


NHB 7320.1

Facilities Engineering Handbook


NHB 7900.3(V.1)
Aircraft Operations Management


NHB 7900.3(V.2)
Mission Management Aircraft Operations Manual


NHB 8020.12
Quarantine Provisions for Unmanned Extra-Terrestrial Missions


NHB 8800.15
Real Estate Management Program Implementation Handbook


NPG 8820.2

Facilities Project Implementation Handbook


NHB 8831.2
Facilities Maintenance and Energy Management Handbook

· Section B.4.2.2 – Space Science and Earth-Observing SODA FSA, subsection 6.15  Wallops Flight Facility shall be deleted in its entirety and replaced with the following:

6.15  Wallops Flight Facility

Instrumentation Engineering Laboratory  The CSOC contractor shall provide support in the development and application of advanced or emerging software technologies for range safety applications. Such will be required in the development of high-performance/reliability data processing systems, real-time autonomous information management, and advanced wind weighting development. The contractor shall provide support in the evaluation and implementation of state-of-the-art high-speed, high-reliability software data filter designs. The contractor shall also provide support in the interpretation, verification, and specification project scheduling requirements and mapping of required functions onto designs of existing or possible future systems.

The CSOC contractor shall provide support in the automation engineering of ground instrumentation. This support will include design, definition, interfacing, and checkout of various hardware and software components within the ground stations with special emphasis on the hardware-to-software interface.

The CSOC contractor shall provide support in technical documentation, document coordination, and clerical functions required to document Facilities and Instrumentation Systems at Wallops Flight Facility. The contractor shall provide documentation, technical illustration, and word processing services for various Wallops organizational elements. The contractor shall generate Federal Information Resources Management Regulation Documents in support of the applicable GSFC Code 800 procurements. The contractor shall provide support for the planning and coordination of Wallops technical engineering meetings, workshops, and seminars, including the generation of minutes and follow-up action items and provide support in the implementation of the NASA Automated Information System Security Program and policy outlined in NPG 2810.1 Security of Information Technology.

2. All other contract terms and conditions remain unchanged.

(End of Modification 283)

